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Overview

setup
of ‘s
\ M bug/vulnerability
important
concepts e exploit
\ =3
bugs @ mitigation

spoiler: don’t do it

stack heap buffers



Hem | USB

Setup

request

—>

{———

response

[ simpler memory model

embedded

UART

device




D4

request
response

%]

Message

1 2 3

©01234567890123456789012345678901
+-t-t-F-t-t-+-+-t-+-+-t-F-+-t-F-+-t-F-+-F-F-F-+-F-+-+-+-+-+-+-+-+

| message type |

subtype |payload length | payload... |

+-t-t-+-t-F-+-+-F-+-+-t-F-+-+-F-+-t-F-F-F-F-+-+-F-+-+-+-+-+-+-+-+

login
logout
success
failure

!

optional
length of
payload content depends on
in bytes type and subtype



don’t send passwords... .
@ Login

(%] 1 2 3
©1234567890123456789012345678901
ottt dododbodobod ot odbodobodod oottt obododbodod bbb+
| message type | subtype |payload length | payload... |
ottt dododbodobod ot odbodobodod oottt obododbodod bbb+

authentication

S

request 00|01|068|p|la|s|s|w|oO
l \\>8 bytes
request payload
4/, success (or failure)
response

01|00|00 \
no payload

response



Memory Model

persistent (rx)

0x40000000 %////////A ..... seripherals

memory

;/// RAM
0X20000000 7

0x20000000 volatile (rwx)

OX080000QQ [ eellbbdde v v v nnrrnnnm e nnnnas

0X00000000



variables in a read-
only memory?

Memory Model

OXFFFFFFFF
persistent |(rx)

.......................... [ initialized global

%/ i and static variables

0x40000000

read-only data
(literals, constants,
etc.)

data

memory

RAM
Z
OX20000000 Mt ) s wunnnnsnnnnnnnaannnnnnnns
0x20000000 (rwx)

7 ( executable code \\
//// FLASH (loops, conditions, text

A .......................... functions, etC.) )
vector table

) N
[ boot information, Ox08000000

rodata

0x08000000

special addresses

0x00000000
8



local variables
with automatic
storage duration

Memory Model

OXFFFFFFFF
persistent (rx)
stack
- .. variables with l
W dynamic storage
0x40000000 Q... duration
heap
copy data
bss
memory
uninitialized
global and static data rodata
0x20000000 % variables initialize
0x20000000 volatile (rwx)
T
//% FLASH text
0x08000000 7Z R initialized global —
and static variables vector table
0x08000000

0x00000000



Memory Model

OXFFFFFFFF
persistent (rx)
stack
I — )
svaooooonn [, .. 7eriorerass
heap
copy data
bss
memory
/ ------------ é.A.l;‘ ----------- data r‘odata
9x20000009 /¢2 .......................... initialize
0x20000000 volatile (rwx)
) e
// % FLASH text
08000000 7 —— .
vector table

0x08000000

0x00000000



network byte
order

big endian

0x8000 Q A

0x8001 QB

oxsee2 | @QC

0x8003 @D

° t t
Endianness e tite
little endian
OD | oxseee
int x =

OC | oxsee:

9x0A0BOCOD

°
J

OB | oxsee2

(x & OxffO00000) >> 24 == OXOA;

OA | oxsees

reinterpret_cast<char*>(&x)[0] == Ox0A; reinterpret_cast<char*>(&x)[0] == 0x0OD;

11



Automatic Storage

12



Stack Allocation

int x = Ox0AeBOCOD; <mm

stack

e®
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
Py
L

l stack

3 stack_pointer
t / l_4 sizeof(int) = 4
l 4/ stack_pointer

heap oD OCYOB OA
bss %x available

: memory
data

if initialized,

13



stack

e®
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
Py
L

heap

bss

data

Stack Deallocation

stack

eD OCtOB 0A

available
memory

.

int x = Ox0AGBOCOD;

stack_pointer

1'#4

stack_pointer

data is not cleared
automatically

¢=

sizeof(int) = 4

14



request

)

response

embedded

UART

device

Work+flow

std::uint8 t buffer [MAX MESSAGE LENGTH];

receive
deserialize serialize
send

pr‘ocA

D4

prepare

: response

15



Temperature

(%] 1 2 3
©1234567890123456789012345678901
ottt dododbodobod ot odbodobodod oottt obododbodod bbb+
| message type | subtype |payload length | payload... |
ottt dododbodobod ot odbodobodod oottt obododbodod bbb+

request E

00|03|00
\no payload

l

request

4/,temperature

e $88888848

t0® and t6 contain
valid values

I

I

1

(%)

1

I

01|03|21| to t7

response 33 bytes
payload

1 \ 8 temperature values

16



000

LI

> login

password: [Very secretsecret’

SUCCESS €=

> logout

SUCCESS <=

> temperature

#HO
#1
#2
#3
#4
#5
#6
#7

not
not
not
not
not
not
not
151

Exploit

44844844

connected
connected
connected
connected
connected
connected
connected

SN EEE
N 01 00 00 >
N 00 02 00
—
01 00 00
00 03 00
—

-
N
SN

00

73 20 61 72
20 3a 20 68 65 6C 00

00 97 80

17



Vulnerability

std::uint8 t buffer [MAX_ MESSAGE LENGTH];

(::) buffer not initialized

stack

18



Vulnerability

0 o®wn oo
S Ao R
D wnN< R
+ o 5| <

4

std::uint8 t buffer [MAX_MESSAGE LENGTH],

DA —

& —

stack

19



01 00 00

]

std::uint8 t buffer [MAX_ MESSAGE LENGTH];

Vulnerability

0O D un OO
S D S5 R
D wnN< R
o 5| <

stack

20



Vulnerability ggg@@&@@

00 03 00 stack
22 22?2 ??
l 22 2?2 ??
22 22 2?22
22 22 2?22
std::uint8 t buffer [MAX_MESSAGE LENGTH]; ?? 2? ?? ??
\ ?? ?? ?? ??
?? ?? ?? ??
C r e t
e t S e
{:6:} s e C r
— & — R i
@ 00 03 00 \';

21



01
79
65
65
65
6cC

03
5f
74
74
20
00

21
73
73
73
3a
00

76
65
65
20
20
00

65
63
63
61
68
97

72
72
72
72
65
80

Vulnerability

00 03 00 values not

set for
invalid

std::uint8 t buffer [MAX MESSAGE LENGTH]; ---._\~~-__>

temperatures

4

--————-————-—————-————*

R— & — X

44844844

stack
00 00 97 80
?? ?? ?? 00
?? ?? ?? ??
?? ?? ?? ??
?? ?? ?? ??
?? ?? ?? ??
?? ?? ?? ??
C r e t
e t S e
S e C r
e r y —
01 03 21 \';

window onto
the stack

22



QOO @

Summary and Mitigation

local variables with automatic storage duration are allocated on the stack
stack allocation does not modify the underlying memory

uninitialized, stack-allocated data is a window into the stack

always initialize local variables (even arrays) -> use classes and constructors

implement destructor to wipe sensitive information from the stack

23



Dynamic Memory

24



Heap Allocation

?@
malloc ©
delete ﬁ ﬁ

free @

25



defined by
hardware and stack
compiler T l
runtime \//heap
implementati
on detail e
data

Heap Allocation

available
memory

heap

|

allocate
then
construct

dynamic memory
allocation

new

N—

newlib

_sbrk

brk, mmap

malloc

\

C library

‘44{ glibc

26



Heap Allocation

dynamic memory

allocation
stack o
,l, o , new
o avallable
o memor
t y malloc
heap ’ added to malloc’s
t internal
bookkeepin .
bss = C library
heap
gata | 1] \greeeeeee
heap_end
t sbrk
- when malloc
heap_end runs out of

memory

27



Heap Allocation

malloc's free list

conceptual overview

linked list of
free block

free free free free

this block 1is
large enough




malloc's free list

conceptual overview

&

Heap Allocation

free

returned
to user

free

free

free

29



Heap Deallocation

malloc's free list

conceptual overview

head

free

free

free free free

inserted back
into the free
list

potential
candidate for
next allocation




Bugs

similar to the previous stack bug
-> freed block gets reused
-> Reuse of memory block ,
-> free does not wipe memory
-> malloc does not initialize memory

-> Use-After-Free
-> confidential data can be leaked

discussion follows

31



Exploit

prepare
one-time
password

(-1-1-]

24

> otp_start

SUCCESS

> otp_login
password: correct password

SUCCESS

successful
login




Exploit

prepare
one-time
password

(-1-1-]

24

> otp_start
SUCCESS

=)

> otp_login
password: wrong_ passwonrd

FAILURE

failed
login



manually
cancel OTP
process

prepare
one-time
password

Exploit

(-1-1-]

24

> otp_start
SUCCESS

> otp_cancel

SUCCESS

> otp_login

password: wrong_password
SUCCESS

successful login
with wrong password

]

34



Vulnerability

case request types::otp start : {

/] ...
otp_password = new char[PWD_SIZE];

/] ...

break;

}

case request types::otp cancel : {

/] ...
delete[] otp password;
break;

}

case request types::otp login : {
/] ...

user_otp password = new char[PWD SIZE];

/] ...

if (strncmp(user_otp password, otp password, PWD SIZE) == 0) { /* ...

else { /* ... */ }

delete[] user _otp_ password;
user_otp _password = nullptr;
delete[] otp password;

otp password = nullptr;
break;

<::> not set to nullptr -> dangling pointer

7

dangling pointer is used

35



otp_start

success

=

-

Vulnerability

T
@%} |
2

new

0x20001234

heap

otp_password

36



otp cancel

Vulnerability

= D4

otp_password

&

delete
0x20001234

heap

otp_password

37



otp_cancel

success

=

-

D4
l

Vulnerability

not set to nullptr

: otp_password --~.~\4{fjfiif-*>
{\E):} @ 0x20001234

D4

heap

38



Vulnerability

heap
otp_login - M

tp_password

)
{é):} user_otp_password

new

{é):} 0x20001234
user_otp_password

g strncmp(user_otp _password, otp password, PWD SIZE)
success - ‘ ‘

strncmp(  ©0x20001234 , 0x20001234 , PWD SIZE)



@ADODDP @

Summary and Mitigation

variables with dynamic storage duration are allocated on the heap

free does not wipe memory, malloc does not initialize memory

uninitialized, heap-allocated data is a window into the heap

dangling pointers are dangerous

always initialize dynamically allocated variables -> use classes and constructors
implement destructor to wipe sensitive information from the heap

avoid dangling pointers (avoid raw pointers for ownership, use smart pointers)

40



Buffers

41



Buffers on Stack

0x20002000

02 00 900 00
\
03 00 00 00 *\iéé X = 2;
int = 3;
stack d
(3104 00 00 00 int arrf4] = {1, 2,3, 4}
intuitive [2] e
el 03 00 00 00 }
arithmetic [1] ez 00 ee ee
[0] 91 00 00 00

0x20000000



Buffer Overflow

92 00 00 00 o\
07 00 00 00 \i&énz;
— 06 00 00 00 ity oy 7
stack

0x20002000

enforced 05 00 00 00

boundary — 04 00 00 00 int arr[4] = { 1, 2, 3, 4 };
03 00 00 00 memcpy(arr, src, 7); undefined
02 00 00 00 behavior

01 00 00 00

0x20000000



Function Call

already used
stack

Sp\>
push {r4, r5, r6, r7, lr}

sub  sp, #300
add r7, sp, #0

str  reo, [r7, #12]

]

movs ro, r3

mov sp, r7/

add sp, #300

pop {r4, r5, r6, r7, pc}




Function Call

A

store register
values on the stack

push {r4, r5, r6, r7, lr}
sub  sp, #300

add r7, sp, #0

str  reo, [r7, #12]

movs ro, r3

mov sp, r7

add sp, #300

pop {r4, r5, r6, r7, pc}

already used
stack

1r

r7

ré

r5

r4

45



push

add

str

movs
mov
add

pop

{r4, r5, r6, r7, lr}

r7, sp, #O

re, [r7, #12]

ro, r3

sp, r7/

sp, #300

{r4, r5, r6, r7, pc}

Function Call

pointer (allocate

adjust the stack
local variable)

Sp—\>

46



push
sub

mov
add

pop

{r4, r5, r6, r7, lr}
sp, #300

ro, r3
sp, r7/
sp, #300

{r4, r5, r6, r7, pc}

Function Call

execute function
body, use local
variables

47



Function Call

push {r4, r5, r6, r7, lr}
sub  sp, #300
add r7, sp, #0

str ro, [I"7, #12] prepare return value]

lmovs @, r3° | return value

mov  sp, r7
add sp, #300
pop {r4, r5, r6, r7, pc}

Sp—\>

48



Function Call

push {r4, r5, r6, r7, lr}
sub  sp, #300
add r7, sp, #0

str  reo, [r7, #12]

movs ro, r3

_ deallocate local

pop {r4, r5, re6, r7, pc} variables and restore
stack pointer

49



Function Call

Sp

pcC

r7

return address

ré

push {r4, r5, r6, r7, lr}
sub  sp, #300

add r7, sp, #0

str  reo, [r7, #12]

movs ro, r3

mov sp, r7/

add sp, #300

pop {r4, r5, r6, r7, pc}

Wy

r5

r4

restore registers
from the stack

already used
stack

50



Vulnerability

already used

corrupt values stack
used by the

caller function

1r
\\\:§§\ corrupt the return

ré address of the
rs function

: )\

hijack control <:>

flow of the
program

local variables

buffer with
overflow bug corrupt local

variables (influence
computations, control
flow, etc.)

51




Vulnerability

char entered_password[PWD_SIZE] { 9 };

/] ...
memcpy (entered_password, request.get password(), request.payload length());

!

{
forgot to check? is this smaller @

l than PWD_SIZE?

not necessarily, maybe relied
on client-side verification

52



Exploit - Local Variables

char correct_password[PWD_SIZE] = "password
char entered_password[PWD_SIZE] { © };

n
J

memcpy (entered_password, request.get password(),
request.payload length());

g “password”
=

login
“password” “password”

memcmp (entered_password, correct_password, PWD SIZE)

V access granted

.0
.0
*

L
.
Y
e
Y
Y
ta
L
Y
Y
e
L
Y
Y
e
«
v,
Y

already used
stack

1r

r7

ré

r5

r4

correct_password

entered_password

53



Exploit - Local Variables

char correct_password[PWD _SIZE] = "password";
char entered_password[PWD_SIZE] { © };
memcpy (entered_password, request.get password(),

D4

request.payload length());

“password”

.0
.0
*

login
“Iincorrect”

“incorrect”

memcmp (entered_password, correct_password, PWD SIZE)

L
.
Y
e
Y
Y
ta
L
Y
Y
e
L
Y
Y
e
....
Y

x access denied

already used
stack

1r

r7

ré

r5

r4

correct_password

entered_password

54



Exploit - Local Variables

char correct_password[PWD _SIZE] = "password";

char entered_password[PWD_SIZE] { © };

memcpy (entered_password, request.get password(),
request.payload length());

g ““aaaaaaaaa”
login
“aaaaaaaaaaa ‘““aaaaaaaaa”
aaaaaaaaaaa”

memcmp (entered_password, correct_password, PWD SIZE)

L
.
Y
e
Y
Y
ta
L
Y
Y
e
L
Y
Y
e
«
v,
Y

V access granted @

already used
stack

1r

r7

ré

r5

r4

correct_password

entered_password

55



corrupted
return
address

arbitrary
code

executed

from the
stack

A

==

Exploit - Arbitrary Code

1]

56



Exploit - Arbitrary Code

already used @
stack
corrupted
return { 1r
address N -7 4801 ldr re, [pc, #4]
ré
arbitrary r5 load the register
pcC address into RO
code i
executed
from the = 48000018
stack
local variables I
buffer with address of the Output ]
overflow bug Data Register

57



corrupted
return
address

arbitrary
code

executed

from the
stack

\

==

Exploit - Arbitrary Code

already used
stack

1r

r7

ré

r5

r4

local variables

buffer with
overflow bug

pC

2

4801 ldr re, [pc, #4]
4902 ldr rl, [pc, #8]

load the register
value into R1

J

48000018
00000002

desired register
value

58



corrupted
return
address

arbitrary
code

executed

from the
stack

\

==

Exploit - Arbitrary Code

already used
stack

1r

r7

ré

r5

r4

local variables

buffer with
overflow bug

pC

H=— 8

4801
4902
6001

1ldr ro,
ldr ri,

str ril,

48000018
00000002

[pc, #4]
[pC, #8]

[ro, #0]

/,> store the <‘\

register value
from R1 in the
register
pointed to by
the address in

);;Z:///,'RO -/

59



Exploit - Arbitrary Code

fill the empty
space with NOP
already used @ ) %
stack
corrupted
return { 1r 46¢C0O NOP
address — e 4801 1dr r@, [pc, #4]
r6 4902 ldr r1, [pc, #8] in;ggéte
arbitrary rs pc 6001 str rl, [ro, #0]
code r £
executed erste AL
from the = 48000018
stack 00000002
local variables 20007db5
buffer with
overflow bug return address
— 20007db5 pointing to the
beginning of the
injected code

60




hex payload: ps6
co46

Exploit - Arbitrary Code coas

co46
co46
already used @ ‘ % 046
stack
NO

corrupted ngg
46¢0 P ¢

return 1r c046

address 7 4801 ldr ro, [pc, #4] 046
co46
ré 4902 ldr rl, [pc, #8] c046

. " - co46
ar'bclotdr'ear'y r5 pC 6001 str rl, |[ro, #0] 046

ra 0148
executed e7fe b.n . 9249

from the ™ 48000018 0160

fee?7
stack I 00000002 1800

\

0048
20007db5 9200

buffer with 0000
overflow bug b57d

local variables

== 20007db5 @@2@
@ make stack non-executable

61




Exploit - Jump to Code

already used ELASH
stack
corrupted
return -£ 1r \ code that
address r7 normally would
execute
ré
r5
r4
ddurr:cmy _
ata code that the
attacker wants to
local variables execute
buffer with
overflow bug
— @ limit code to actively used functionality

62



2
Ry = 0x48000018

Exploit - ROP Chain [Ry] = RX

o)
X
|

already used

S, FLASH
1r N code that
r7 - normally would
execute
ré
rS movs r3, #2
r4 movs ro, r3
mov sp, r7
add sp, #8

pop {r7, pc}

local variables

buffer with
overflow bug

63



already used
stack

1r

r7

ré

r5

r4

pc’

r7°’

local variables

buffer with
overflow bug

Exploit - ROP Chain

2 v

Sp

normally would

execute

Ry = 0x48000018
[Ry] = Rx
FLASH
code that

store the bitmask
in register r3

”,/"

movs

r3, #2

movs

ro, r3

mov
add

pop

sp, r7
sp, #8
{r7, pc} ( the value of the )

r7 is set so that
the stack pointer
points to the
overflow area

W\ stack pointer is
restored from

register r7 and

incremented by 8 )

64



o)
X
]

N

= 0x48000018

Exploit - ROP Chain ot

LKL

already used
stack

LED turns on

r - code that
r7 normally would z /
execute
next element in ré
the corrupt
return address ° \ movs r3, #2

hai
— r4 movs ro, r3

mov sp, r7

3
o add sp, #8 .
0x48000014 r7’ pop {r7, pc}| LJU'1mI9 to af‘bltPaPY]
e ocation again
local variables
address of the
SURESTE e buffer with

register minus 4 (" store the value str r3, [r7, #4]
of register r3
at the address
in register r7
\_incremented by 4 65

overflow bug




o)
X
]
N

Ry = 0x48000018

Exploit - ROP Chain T[&7 - =

LKL

already used

S, FLASH
1r N code that
r7 - normally would
. execute
r
rS movs r3, #2
r4 movs ro, r3
S mov sp, r7
pc’ P add sp, #8
0x43000014 r7’ lpop_{r7, pch|

local variables

buffer with

str r3, [r7, #4]
overflow bug

66



Exploit - Shell

stack

buffer with

overflow bug

syscall

execve("/bin/sh"™, NULL, NULL)

rax rdi rsi rdx sys_execve = 59




syscall

Exploit - Shell

stack

return address

buffer with
overflow bug

rax

rdi

execve("/bin/sh", NULL, NULL)

rsli

rdx

OxFFFFFFa8

oxff120648

0xa0880024

0x80000002

0x75552000

0x57200320

sys_execve = 59

! string

“/bin/sh”
binary
code that
normally would
execute
ROP gadget
pop rdi; ret -
ROP gadget
pop rsi; ret —
ROP gadget
syscall; ret -
ROP gadget
pop rax; ret “;2
ROP gadget

pop rdx; ret

—

68



Exploit - Shell

Oxffffffas8 “/bin/sh”

stack
binary

code that
normally would
execute

oxff120648 .
pop rdi; ret

— 0xa0880024| pop rsi; ret

oxff120648
buffer with

oxs0o00002| syscall; ret

overflow bug

syscall

@x75552000| pop rax; ret

execve("/bin/sh", NULL, NULL) ox57200320| pop rdx; ret

rax rdi rsi rdx sys_execve = 59




Exploit - Shell

address of
next gadget

address of
the string
“/bin/sh”

_ P oxffffffas “/bin/sh”
stack 7
/ binar
/ y
/ code that
I normally would
I execute
I
/

OxFF120648 .
pop rdi; ret

0xa0880024 y

oxffffff4s8 - oxa0880024| pop rsi; ret

oxff120648

buffer with

oxs0o00002| syscall; ret
overflow bug

syscall

v

@x75552000| pop rax; ret

rax

rdi

execve("/bin/sh", NULL, NULL) ox57200320| pop rdx; ret

rsi rdx sys_execve = 59

pops rdi then
the return
address

70



EXp

loit - Shell

_ P oxffffffas
stack 7
/
/
/
address of I
next gadget value of
rsi = NULL
0x57200320 oxff120648
rsi 0
0xa0880024
rdi oxffffff48 0xa0880024
oxff120648
buffer with Ox800000062
overflow bug
syscall
\v, \“, 0x75552000

rax

rdi

rsli

rdx

execve("/bin/sh", NULL, NULL) 0X57200320

sys_execve = 59

“/bin/sh”

binary

code that
normally would
execute

pop rdi; ret

pop rsi; ret

syscall; ret

pop rax; ret

pop rdx; ret

pops rsi then
the return
address
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Exploit - Shell

stack
address of
next gadget
©x75552000
rdx (%
0x57200320
rsi (%]
0xa0880024
rdi oxffffff48
[ ______eeo |
oxff120648
buffer with
overflow bug
syscall

rax

v

4

4

_ P OxFFffff4s
/
/

/

rdi

rsli

execve("/bin/sh", NULL, NULL)

rdx

value of
rdx = NULL

Oxff120648

0xa0880024

0x80000002

0x75552000

0x57200320

sys_execve = 59

“/bin/sh”

binary

code that
normally would
execute

pop rdi; ret

pop rsi; ret

syscall; ret

pops rdx then
the return

address

pop rax; ret

pop rdx; ret

\T




Exploit - Shell

~ P oxffffffas “/bin/sh”
stack /7
address of / binary
next gadget value of rax =
0x80000002 system call number code that
rax 59 of execve (59) normally would
0x75552000 I execute
rdx 0 |
0x57200320 / oxF£120648 i rot
— 5 pop rdi; re
0xa0880024 y
: -
rdi oxffffff48 oxa0880024| pop rsi; ret pops rax then
oxff120648 the return
- . address
buffer with oxs0000002| syscall; ret
overflow bug
syscall
\/ o \/ \/ @x75552000| pop rax; ret >
execve("/bin/sh", NULL, NULL) ox57200320| pop rdx; ret

rax rdi rsi rdx sys_execve = 59 73




Exploit - Shell

stack

0x80000002

rax

59

0x75552000

rdx

(%)

0x57200320

(%)

0xa0880024

<:::> .

oxFfffa8

rdi
v

syscall
v

rax

oxff120648

buffer with
overflow bug

v

4

4

rdi

rsli

execve("/bin/sh", NULL, NULL)

rdx

_ P OxFFffff4s

Oxff120648

0xa0880024

0x80000002

0x75552000

0x57200320

sys_execve = 59

“/bin/sh”

binary

code that
normally would
execute

pop rdi; ret

pop rsi; ret

syscall; ret

pop rax; ret

pop rdx; ret

syscall
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@ Address Space Layout Randomization (ASLR)

Exploit - Shell

~ P oxffffffas “/bin/sh”
stack /7
// binary
0X80000002 / code that
rax 59 / normally would
0x75552000 i execute
rdx 0 |
0x57200320 / oxFf120648 FrR—
" 5 pop rdi; re
0xa0880024 7
g >
rdi oxffffffa8 0xa0880024| pop rsi; ret
oxff120648
buffer with oxs0000002| syscall; ret
v overflow bug
syscall

@x75552000| pop rax; ret

v v A V4

execve("/bin/sh"™, NULL, NULL) ox57200320| pop rdx; ret

rax rdi rsi rdx sys_execve = 59
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Summary and Mitigation

buffers grow in the direction of increasing memory addresses
buffers are not bounded by default, they can overflow

buffer overflow can corrupt the stack and allow attackers to hijack control flow

non-executable stack @ only include code that is meant to be used

use C++ : tie number of elements to the array (range-based for loops, encapsulation,
std::array, std::vector)

@ avoid memcpy and other unbounded

never rely on client-side verification )
buffer operations

help ASLR (do not leak information about memory)
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Conclusions

variables with dynamic storage duration are allocated on the heap
local variables with automatic storage duration are allocated on the stack

buffers grow in the direction of increasing memory addresses

stack allocation does not modify the underlying memory
free does not wipe memory, malloc does not initialize memory

buffers are not bounded by default, they can overflow

uninitialized, stack-allocated data is a window into the stack
uninitialized, heap-allocated data is a window into the heap
dangling pointers are dangerous

buffer overflow can corrupt the stack and allow attackers to hijack control flow
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Conclusions

always initialize local variables (even arrays) -> use classes and constructors
implement destructor to wipe sensitive information from the stack

always initialize dynamically allocated objects -> use classes and constructors
implement destructor to wipe sensitive information from the heap

avoid dangling pointers, use smart pointers

non-executable stack

only include code that is meant to be used

use C++ : tie number of elements to the array (range-based for loops, encapsulation,
std::array, std::vector)

never rely on client-side verification
avoid memcpy and other unbounded buffer operations

help ASLR (do not leak information about memory)
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Conclusions

std: :vector

std: :unique_ptr
iterators

use modern C++

references encapsulated memcpy
encapsulation

std: :variant concepts

std: :weak_ptr
std: :shared_ptr

std: :expected

move semantics copy constructor

encapsulated C-style arrays consteval

templates std::array

range-based for loop

dynamic polymorphism
copy assignment

std: :optional operator
constexpr RAII contracts 79



Thank You!

Marcell Juhasz

marcelljuhasz.com
github.com/juhaszmarcell96
linkedin.com/in/juhaszmarcell
marcell. juhasz96@gmail.com
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